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How to create Port Forwarding’s also called Reserved Mappings in the CopperJet?

First put a fixed IP address on the network card (NIC). Go to Start -> Settings -> Configuration
screen and select the active network connection. Choose the properties from the Internet
Protocol v4 (TCP/IP).

See the illustration below:

Test Netwerk Properties d |

General | Sharing |

Connect using:

I HE Fealek RTLA13904]) PCl Fast Ethernet Adapter

Components checked are uged by thiz connection:

Clignt for Microzaft Metworks
Fil= and Printer Sharing for Microsoft Metwarks

F|nternet Pratocal [TCFPAP)
Inztall... | Urinztall Froperties
— Dezcription

Tranzmizsion Control Protocol/ nternet Protocol. The default
wide area network, protocal that pravides communication
acrogs diverse interconnected netwarks.

v Show icon in taskbar when connected

Ok, Cancel
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Fill in the fixed IP address for the CopperJet.
See the illustration below:

Internet Protocol (TCP/IP) Properties 7| x|

General

Y'ou can get [P zettings azsigned automatically if pour nebwork, supparts
thiz capability. Othemwize, vou need to agk your netwaork, administrator for
the appropriate IF zettings.

" Obtain an IP address automatically
= Lse the following IP address:

|P address: [172.13 . 3 . 2
Subnet mask: | 255.255. 0 . 0
Default gateway: I

£ Obtain DNE server address automatizally
= Use the following DMS server addresses:

Preferred DMNS server: I

Alternate DMS server; I

Adyanced... |
| k. I Cancel |

Click on OK if you have filled out the required fields.

NOTE:
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Don't forget to set back these settings to “Obtain an IP address and DNS server automatically” if

this was configured before.
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Open your Web browser, like Internet Explorer. Type the following address in the address bar:
172.19.3.1. Now you will see the Web interface of the CopperJet.
See the illustration below:

/7§ Scarlet One - Microsoft Internet Explorer =18l
File Edt ‘iew Favorites Tools  Help i
GBatk v = v () @| Qoearch (iFavories meda (4 | A S

Adress |&jhttp:ﬁ1?2.19.3.j_ ~| Poo ks ?

Alie Dat _
O Copperlet 1616-2P

0 Status Welcome! r
0 Quick Start This page shows the status of your connection,
&= System

t- Confi ti
onfiguration o . ¢

PPP Connection: Attempting to connect...  Disconnect |

Connection Authentication: PPP Username/Password PP Settings... @

PPP Dial-On-Demand: Disablad

Port Connection Status

Port Type Connected Line State b
D5L atm v Showtime
Ethernet ethernet v Up
WAN Status
WAN IP Address: 0.0.0.0 WAN Settings... ()

WAN Subnet Mask: 0.0.0.0
IP Address Type: Dynamic, from PPP
Default Gateway: Mone
Primary DNS: Nane DNS Client Settings...

LAN Status

v
{ | B

/&) Done |_ |_ |_ @ Intemet
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Log in with your own user name and password (standard admin admin or if the provider will not
allow this use user user with restricted policies).
See the illustration below:

Enter Network Password el A

? Fleagze type your user name and pazswiord.
17215831

Site:

Realm wiebddrmin

Uszer Name Iadmin

Passward I“““*ﬂ

[ Save thiz password in your password list

k. I Cancel
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Click on Configuration (at the left side) in the web interface.
See the illustration below:

/3 scarlet One - Microsoft Internet Explorer _ =] x|
File Edit ‘%iew Favorites Tools Help
GBack + = - ) ot | {Qisearch (GFavorites GiMedia &4 | EN- S
Address I@ http:ff172.19.3.1f j 6>Go |Links >

AC!-'E@%?@ CopperJet 1616-2P

o Status Status =
o] QUiCk Start This page shows the status of your connection.
= System
v Configuration

Status
Save config
Authentication PPP Connection: attempting to connect.., Disconnect |
LAM connection
;VAN _CtD””ECt'mS Connection Authentication: PPP Username/Passward FFF Settings... Q
ecurity
Search service PPP Dial-On-Demand: Disabled
ZIPB
IP routes Port Connection Status
DHCP zerver R |
DHCP relay Port Type Gonnected Line State
DMHS client DSL atm v Showtime
DMS relay
= Ethernet ethernet v Up
=
PerEs WAN Status
WAN IP Address: 0.0.0.0 WaN Settings... @
WAN Subnet Mask: 0.0.0.0
IP Address Type: Dynamic, from PPP
Default Gateway: MNone
Primary DNS: Mone DMS Client Settings...
LAN Status
4 | _>l_I
[&] hetpigr172.19.3. 1 fnavigation html [ | | ntemnet
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Click now on Security.
See the illustration below:

REE
File Edit Wew Favorites Tools Help i
sABack - = - @ | | @Search [3] Favorites @Media @ | %v =]
address |@http:ﬁ1?2.19.3.1; j o |Links 2

Al Dt CopperJet 1616-2P

@
e

O Status
2 Quick Start
- System Security Level
¥ Configuration
Save config Security Level: n/a (Enable Firewall to set leval)

Authentication
LAM connection
WAN connections
SEEUY Security Interfaces
Search service
ZIPB

IP routes ‘ Name ‘ Type ‘ NAT ‘
DHCP server
DHCP relay ‘ethernet—u ‘internal ‘May be configured on external or DMZ interfaces ‘DE|EtE Interface... @
DHS client
DNS relay Disahle NAT to intemal interfaces |

YoDSL ppp-0 external Delete Interface...
= Ports Advanced NAT Configuration...

ddiHrerface— @ (alf interfaces defined)

Policies, Triggers, Intrusion Detection, Logging

Security Paolicy Configuration... @

=
4 | E

|@ http: f/172,19.3.1 /configur ationfs_natParms. htmlzImFireiwall, ImFwinterfaces, ppp-0 l_ l_ l_ |° Internet

© Allied Data Technologies 2009 7



Allied Data

TECHNOLOGIES

@

Click now on the link Advanced NAT Configuration.
See the illustration below:

- Scarlet One - Microsoft Internet Explorer _18] x|
File Edi ‘iew Favortes Tools  Help i

{PBack = = - @ A | @Search [ Favorites @Media @ | %v Sh

fiddress |@http;ﬁ1?2.19.3.1; j Pao ‘Links B

Alied Data -
O Copperlet 1616-2P

¢ Status Advanced NAT Configuration: ppp-0
© Quick Start
> Bystem
v Configuration  Global Address Pools
Save config
Authentication Mo Global Address Pools

L&M connection
WaN connections  Add Global Address Pool... @

Security
Search service
ZIPB
IF routes
DHCP server Reserved Mappings
DHCP relay
DMS client .

Mo Reserved Mappings
OMS relay PRINg
oL add Reserved Mappi
= Ports eserved Mapping... @

Return to Interface List @y

Copyright () 2006 Scarlet Terms and conditions
|@ hkbp:f172.19.3. 1 fconfiguration/fw_addReservedMapping himl7ImFirewal, ImFwinkerfaces, ppp-0 l_l_ ’_ |G Inkernet
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Click now on the link Add Reserved Mapping.
See the illustration below:

I
file Edit Miew Favorites Tools Help ﬁ
FBack v =5 v @ it ‘ @Search [3] Favorites @Media @ | %v =]

Address |@ httpi]/172,19.5.1/ | Pa ‘Links &
Allied Data
S Copperlet 1616-2P
9 Status NAT Add Reserved Mapping: ppp-0
o Quick Start
- System
7 Configuration ~ Add Reserved Mapping
Save config
Authentication
LAN connection 1P Addresses Tomepert External Port Internal Port
WAN connections Range Range
Security
Search service ‘ Global ‘ Internal ‘ Type ‘ Start ‘ End ‘ Start ‘ End
ZIPB
IP routes 0.0.0.0 (Set to 0.0.0.0 to use
DHCP server the primary 1P address of the interface |1?2.19.3.2 |th = I21 |21 |21 |21
DHCP relay "opn-0)
DMS client
DHS relay
YoDSL -
& Ports | Add Reserved Mapping |
Return to NAT Configuration @y
Return to Interface List@)
Copyright {c) 2006 Scarlet Terms and conditions
|@ |—|—|— i Internet

Fill in the correct information. In this example port 21 will be opened. Of course this can be a Port
Range also if desired. Choose the desired transport type or select all if not known. Keep the
Global IP adres on 0.0.0.0. The local IP address should be in the same subnet range as the
CopperJet, in this example 172.19..... Click on Add Reserved Mapping if all fields are filled in
correctly.
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#J scarlet One - Microsoft Internet Explorer -#] x|
File Edt ‘View Favorites Tools  Help i
{ABak + = - @ i | @Search (3] Favarites @Media @ | %v =

Adiess | &) hitpyf/172.19.3.1/ ~| P |Lns

Alied Dt _
O Copperlet 1616-2P

o Status Advanced NAT Configuration: ppp-0 =
0 Quick Start
[= System
v Configuration  Global Address Pools
Save config
Authentication Mo Global Address Pools

LAN connection
WAN connections  Add Global Address Poal... @

Security
Search service
ZIPB
IF routes
DHCP server Reserved Mappings
OHCP relay
DNS client
DNS relay Reserved Mappings
YoDSL PPIng
- Ports IP Addresses Transport |External Port Range | Internal Port Range
Global Internal | Type Start End Start End
Same as interface address [172,19.3.2 | tcp 21 21 21 21 Delete.. Q
Add Reserved Mapping... @
{ | LIJ
/&) Dune |_|_|_|° Internet

Don't forget to click on Save config to store the information. Therefore choose Configuration in
the web interface.
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Choose Save config and click on the button Save.
See the illustration below:

/} Scatlet One - Microsoft Internet Explorer =18
Fle Edit Wiew Favorites Tools Help i
A Back - = - @ Tl | @Search [3] Favatites @Media @ | %v S
ddvess | &) http:)/172.19.3.1/ x| Pa s »

Al Tt CopperJet 1616-2P

O

o Status Save configuration
2 Quick Start
L= System
7 Configuration ~ Confirm Save
Save config
Luthentication Please confirm that you wish to save the configuration,

L&N connection
WAN connections  There will be a delay while saving as configuration information iz written to flash.

Security

Search service
Z1PB Save |

IP routes
DHCP server
DHCP relay
DMS client
DMS relay
YoDSL

= Ports

Copyright (c) 2006 Scarlet Terms and conditions

&) |_ |_ |_ | Itemet

NOTE:

If you configure the CopperJet as a bridge, there is no need to open ports (Reserved Mappings)
in the CopperJet. Your provider should support / allow this setting.

The CopperJet is now transparent, so a good firewall is necessary.
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